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What is SVA?(cont.)

u]

SVA (Share Virtual Address) means device use the same virtual address with

CPU which get the same thing. But they may have different achievement in HW
and SW.

DMAR (IOMMU, SMMU) or MMU

Use the same page table or not
Same physical address or not
Support zero copy or not

Support I10-Page Fault or not
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What is SVA?

e Intel — SVWM (Share Virtual Memory)
o CPU access DDR through MMU
o Device access DDR through IOMMU
o MMU share the same page table with IOMMU

o (used by AMD’ s Secure Virtual Machine in Linux)

CPU Device

=i

page 4 V2 Huawel



What is SVA?(cont.)

e Nvidia - UVA(Unify Virtual address):
o GPU has its own MMU
o CPU can only access DDR while GPU can only access HBM
o GPU MMU mirror the Page Table of CPU
o When GPU access a VA not populated in HBM it will copy the data from DDR ,

and vice versa.

X86 CPU GPU
YA VA

PageTable| PageTable

[alee

o
Copy
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What is SVA?(cont.)

e ARM - SVA(share virtual address space) :

o Use SMMU instead of IOMMU

o Device may also has DDR memory

With the help of CCIX, both CPU and Device can access

o

m]

DDR and HBM in Cache Coherent way

(Device memory management is another story)

CPU

VA1

VA2

RageTab;

Device

VA1

L

VA2

/

ASID

| ATS

ATC

7
A

i —
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Why SVA?

e Simplify user program
o Share objects is hard to achieve for complex data-set
(1ist, tree, ...)

o Zero—copy is easier to achieve (device can access DDR
with cc)

0x00000000

OXFFFFFFFF

0x00000000

OXFFFFFFFF 0x00000000 OXFFFFFFFF
0x0001 0x0002 OxE001 0xE002 0x0001 0x0002
next next next next next next
data) o000 192 | ox0003 data) our0oal 199 | oxeoo3” *° ‘| data) 00002192 | ox0003
L 0x1000 0x1001 L 0xFO00 0xF001 L 0x1000 0x1001
Y Y
next next next next next next
data ox1001/ ] 9ata NULL data oxFoo1[ 2] data NULL ‘ data ox1001/ > data NULL
o F -
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Wwhy SVA? (cont.)

e Device side on—demand paging(based on 10 page fault)

o Pros:

= No need to pin memory - decrease pin memory overhead

s Allow memory overcommit - usefully for low—end production
o Cons:

s Performance overhead of page fault for high speed device

Process address space Process address space
User Buffer User Buffer
1 1
4
\ 4
Kernel 2 q Kernel —> c
Kernel =5 Device Kernel Device
Bufter 3 Buffer
1. Malloc() buffer, syscall or ioctl to kernel
1. Malloc() buffer, syscall or ioctl to kernel 2. Request device to initiate DMA
2. Kmalloc() buffer request device initial dma 3. Device DMA access process address directly. It
3. Device DMAs to/from kernel buffer trigger interrupt to CPU when access non-
4. Kernel copies to user buffer populated Virtual Address.
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How SVA works?

e ARM/SMMUv3: Bind a mm to device to share page table

o arm_Smmu_mm:

o arm smmu cd:

s When task is bound to device,

address space abstraction in smmu

smmu context descriptor instant

its values are got from task

SMMU_(S)_STRTAB_BASE |

\

STE

arm_smmu_cd N - = I StreamlID
arm_smmu_mm ] ! Device I
- pasid g P -1
- *cd . write to Substrearl\ID/PASID o
» - Mmiar | I
|
p— — — — —I » - tcr write to i
I MMU - asid write to
write to I \/ Context Descriptor (CD)
MIAR write to | - ttbr it to i "I AsID Configure
e wite to | > TTB MIAR ¥
ASID ite t I
write 10 \4 \\
TTBR PageTable I Context Descriptor Table

MMU configure registers

L
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How SVA works ? (cont.)

e ARM/IO Pagefault: PRI Queue vs Event Queue
o PCI devices use PRI Queue/PASID
o Platform devices use Event Queue/SSID (Stall-mode )

dece
| - Access memory
based on IOVA

Access memory
based on IOVA

m m
device |
I
I I
= I
I

| ==——Translation Request-

Query ATC

Stall Event queue

]

|

|

|

|

]

: l
1 | Query Page Table

| |

I

Query Page Table ! :

| ]

I I

r I

Recoverable Fault: |

|

|

|

|

|

|

|

| -
| =<—Translation Request
|

|

|

|

|

|

|

|

-

: < ~Event(sID, 551D, IOVA)- - |

| | |

. : 1. Get device from SID :

1. Get device from SID | 2. Get task(context) from |
o I

2. Get task{context) from I 3. Call handle_mm_fault() to :
I

| I

| i

I
I

I

I

Fage Request:

:'-Z::_— — PRI (SID, PASID, IOVA)— —

3. Call handle_mm_fault() to alloction page and create map
alloction page and create map v

|
—unStall Event Queue—

1 |
| |
| b= = = = =Translated PA = = = {>]
| | 1
| | 1

send reply———p |

|
: ————— Transisred PA— — = =]
|
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Our Works

e SVA in private mode

o The main works add SVA support for device which do not support fault, for our device

do not support 10 page fault (pri)
s Device driver need pin the memory used by device
s No fault mode: device use the same page table with process.

» Private mode: device use a different page table which named io—pageable.

I SMMU SMMU_(S)_STRTAB_BASE | -:
arm_smmu_cd I s o Y
I . L. tream I
arm_smmu_mm ——»' Device
- *cd — write to SubstreajnlD/PASID I 4
- miar I : ] STE I
_* .
pgtbl_ops | et write to Stream Table I
allocate I Y
— — — — — - asid write to I
I MMU I I R Context Pescriptor (CD) I
MIAR - ttb write to i > ASID Configxref
- 1 T MIAR ¥ |
TCR I
ASID I
=== TTB I_ _ComextDescriptbrTable
L CPL{/AI MMU configure registers I
—— — _i. — — — PageTable PageTable
i mmap sva_map i
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Our Works (cont.)

e SVA for WrapDrive

o PASID is used for multi—queue under multi—process.

o http://connoct.]inaro.org/rosourco/sfol?/sfol?-Bl?/

| User Space Kernel Space
m e - L we o
- wd_request_queue() !
@! > joctl(fd, VFIO BIND_MM, <pid>) ! . iommu_sva_bind(mm, device) !
1 s T »r LI
1 ! , ! ! '_
! ! i ! i alloc!pgtlbol)s and
: : ! : : use it to alloc io pgtable
. 1 1
i W omrm e v omm e m e PASID_ . _._._. -
! ! drv_set_pasid(fd, PASID) ' ! ! !
! ! gl ! ! !
i ! ! i i
I ! set the PASID to device register ! ! i
| ! 1 1 1
|< ............... .s< ....................... ; | | |
@! ! malloc/mmap i i i i
! : - > ! !
! ! Vadd i ! ! !
o SRR TE PR a __r___________: ............... T ! :
®: ' Prepare date ! L : :
! : T » ! !
! : I page fault: ! ! !
: ; ! alloc PA and:map Vaddr to PA : :
. . ! . | . .
5 — ! !
< ! B ! i !
1 . |
@: wd_mem._share(Vaddr) > ioctl(fd, VFIO_IOMMU_MAP_DMA,<Vaddr, PASID>) : :
| | . | " i
i : i ! Pin memoy and get the PA !
1
; . | : -~ :
i i ; i i sva_map( PASID, Vaddr, PA) i
1 1 | 1 r P
; i : ; ; 1
; ; ; ; ; 1. Get the;io-pagetable by PASID
i i ; i i 2. map Vaddr to PA at io- pagetable
Emmim e B e e mrm e - 54—'
1 ! 1 1 1 1
©i wd_send(Vaddr) drv_send(Vaddr) : i i i
1 T > | | |
i i o ! i i i
; i Trigger device start dma | | ;
: 1 ! ! !
:( ............... _|< ..................... - i__| : : :
@; wd_recv(Vaddr) ! : i i i
1 7L | i i 1
. i : ; ; ;
; Wait dma over and return data : ; ; ;
: ! ! ! !
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Our Works (cont.)

e A SVA implement case:

o M-COREs and Super COREs in on—chip device
o S-COREs use SMMUv3 whichs works in stall mode
o M-COREs use MMU instead

CPU

VA

ter, tth, asid

PageTable

/
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Our Works (cont.)

User Space | Kernel Space |

Hardware/ Accelerator

@

®

malloc/mmap ! ! ! ; i
| 1 1 . N
l Vaddr . | | | ! !
D CETEREEE TRy - i i : i :
i Prepare date " i ! i : ;
| VI | 1 1 . N
! page fault: ! ! ! i : :
: alloc PA andimap Vaddr to PA : : : ; i
i i i i ; i :
! ! ! ; i
: ioctrl(fd, <pid>, TASK_BIND....) : : : ; ,
| | =| | 1 ! !
i I 1. Get tagk’s mm from pid ! i : :
: ! 2. Alloc 5\:/a_mm to tack the mm : ! ; i
i : 3. Get ASJD from task’s mm ; : i i
i ; 4. Get pgd(TTB) from task’s mm ; ; i !
i i 5. Get TCR from system reg i i ! :
| 1 1 | ! .
' ! liommu_sva_bind(mm, devicel_ i : :
I r » 1 . N
i PASID; (ASID, TTB TCR) . o AR e e | - i !
Dbty e SR < PASIH ; E i !
i 1 1 1 . ! !
ioctrl (fd, OFFLOAD_TASK, <Vaddr, PASID, ASID,TTB, TCR>) r . ! case 1: dispatch to Super CORE i
. : > . » ' with Vaddr, PASID  _ i !
N » |
! | | < 10 page faul frorh Super CORE: _ | |
, , : ~ Vaddr, PASID i i
i i i 1. get mm from PASID i ! :
i I ! 2. handle_mm_fault(mm, Vaddr) 1 : ;
| 1 1 ) . .
i 1 1 1 repI Qlk ! !
i i i - - D> !
| 1 1 ! 1 ' !
i I / ! L case 2: dlspétch to Normal CORE -
‘ ! ! ! ! with Vaddr ASID, TTB, TCR i
| 1 1 1 i 5
. 1
: : om i m e . _._._lopagefaultfromNormal CORE: | _ i _ . _._. _._._._ i
i : ; ; Vaddr, ASID ; i !
i . — ; ; i [
i 1 1. Get mm ASID ! i : :
! ! 2. handle_mm_fault(mm, Vaddr) ! : :
: : - ; ’ i 5
| : \ ° reply ok ' i ;j
| 1 " ? ; I r!
o m i m i o i imim e 5 i ! :
< ;< i : ! !
i free/munmap (Vaddr) ; i i i ! ‘.
1 1 1 | |
R, g , , . paget4 o



Upstream status

e SVA for SMMUv3

o RFCI:
s Only works for PCIE pri
o RFC2:

s Add support of stall mode for platform device
(u] Vl/VZZ

s Only support devices which have 10-Page Fault ability.

e Our works is in upstream plan, which will be coming soon...
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https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwip4I-8ysfVAhWEwYMKHafhBvsQFggmMAA&url=http://lists.infradead.org/pipermail/linux-arm-kernel/2017-March/491614.html&usg=AFQjCNFdSy4Kq9impoj2fdMr_-6vGygkIQ
https://www.spinics.net/lists/arm-kernel/msg609771.html
https://www.spinics.net/lists/kvm/msg168742.html

Thank you




Huawel OS Kernel Lab

Huawei Operating System R&D Department
- OS Kernel Lab
Linux Kernel (ARM/x86/ heterogeneous platforms) R&D and Innovation
R&D on a Next-generation OS kernel with Low Latency, High Security, Strong Reliability,

Intelligence, etc.

Job Vacancy Contact us
Next-generation Operating System Researcher and Senior Engineer Tel: Mr. Wan g/l 8658102676

Formal Verification Researcher and Senior Engineer

Email: hr.kernel@huawei.com
Linux Kernel Architect and Senior Engineer

Locations
Hangzhou, Beijing, Shanghai
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